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4 Preface

Preface

In this section:

Typographical CONVENLIONS ..........oooiiiiiiii e 4
[T T=T0 | o = Lo SRR 5

Typographical Conventions

Before you start using this guide, it is important to understand the documentation
conventions used in it.

The following kinds of formatting in the text identify special information.

Formatting Type of Information Example
convention
Special Bold Items you must select, Go to the Systemtab.
such as menu options,
command buttons, or items
in a list.
Titles of chapters, sections, Read the Basic
and subsections. Administratiorchapter.
Italics Used to emphasize the The system supports the
importance of a point, to so called wildcard
introduce a term or to character search.
designate a command line
placeholder, which is to be
replaced with a real name
or value.
Monospace The names of commands, The license file is located

files, and directories.

in the
http://docs/common

llicenses  directory.
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Preformatted On-screen computer output #Is 1 alffiles
in your command-line total 14470
sessions; source code in
XML, C++, or other
programming languages.

Preformatted #cd
What you type, contrasted

Bold with on-screen computer /root/rpms/php
output.

CAPITALS Names of keys on the SHIFT, CTRL, ALT
keyboard.

KEY+KEY Key combinations for which CTRL+P, ALT+F4

the user must press and
hold down one key and
then press another.

Feedback

If you have found a mistake in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback using the online form at
http://www.parallels.com/en/support/usersdoc/. Please include in your report the guide's title,
chapter and section titles, and the fragment of text in which you have found an error.



http://www.parallels.com/en/support/usersdoc/

CHAPTER 1

Key Administrator Remote API

This chapter contains basic information about Key Administrator, terms and definitions
in KA, and small introduction for using Key Administrator Parther Remote API.

In this chapter:

T oo [0 {ox 1o IR 7
WHhat's NEW iN THIS VEISION .....cvuiiiii ittt ettt e e e e et e et e aaas 8
BaSIC DEFINILIONS. ... cieeeiiii it e e et e e et s e e s st e e aaa e 8
Getting AdditioNal HEIP.......viiiiiiiiiiiiiii e 10

Creating RemOte APl ACCOUNT.........uuuiiiiiiiiiiitiiiiieieiineeieeeieaseeeeeeeeeeseeeeneeeeeenneeaees 10
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Introduction

Technology

The Key Administrator API is based on the XML-RPC protocol. XML-RPC is a Remote
Procedure Calling protocol that works over the Internet. An XML-RPC message is an
HTTP-POST request. The body of the request is in XML. A procedure executes on the
server and the value(s) it returns is also formatted in XML.

Procedure parameters can be scalars, numbers, strings, dates, etc.; and can also be
complex record and list structures. Concrete parameters and return values are
command-specific. By default, all command parameters and structure fields are
required.

Access points

Key Management Remote API endpoint is available at:

https://ka.parallels.com:7050

For testing purpose please use the following URL:

https://kademo.swsoft.com:7050

Please note that it is mandatory to use secured connections (HTTP over SSL).

Note: A separate API login is required to connect to the API, the standard KA Client
or Reseller login to the GUI does not work.
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What's New in This Version

The following things have been changed and added in KA 1.9.0 :

SUS policyNew SUS constants for Parallels products. Please use new constants
RENEW_SUS instead of all RENEW_*_* constants and REINSTATE_SUS instead of
all REINSTATE_* * constants. Note that these two constants completely replace the
old constants and do not depend on number of domains, VPSes etc.

More code exarmgd, more languagédéew programming code examples in Java and
Python added. For more information, refer to the Programming Code Examples (on
page 298) section in the Appendix.

partner10.getKeysinfoByttethod added to KA Partner API. For more information, refer
to the partner10.getKeysInfoBylIP (on page 92) section of this guide.

New Parallels Virtuozzo Containers featlliesiew the new Parallels Virtuozzo Containers
features, refer to the Featuredables in the Parallels Virtuozzo Containers (on page 207)
section of this guide.

Parallels Virtuozzo Containeldnlimited Containers constantrtuozzo Containers -
Unlimited Containers are now supported via Partner API. These licenses are only
available for Purchase, not for Lease. These licenses are not limited in number of
active Containers, but in number of CPUs. E.g. to use the license on a 4 CPU server,
you must also have a 4 CPU license.

4PSA LicenseglPSA VoipNow is the leading PBX software for service providers and
enterprises. Starting with 1.9.0 release, Key Administrator supports 4PSA VoipNow
license Keys.

Parallels Virtuozzo Containers with Parallels Infrastructure M&awgtants for Parallels
Virtuozzo Containers with Parallels Infrastructure Manager (PIM) have been added to
Partner API.

Basic Definitions

This section contains basic definitions and abbreviations used in Key Administrator.

In this section:

Key AdMINISTrator TEIMMS ......coviiiiiiiiiiiiiiieeeeeeee e 9
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Key Administrator Terms

Activation CodeA string-based alphanumeric license code that can be used to activate
the software i currently available for Sitebuilder and Virtuozzo Containers 4.0. The
server with the software must be able to connect to Key Administrator (port 5224) for
the activation.

AutoUpdate Key Administrator and compatible products support auto-update of license
files. A key file issued from KA will have an expiration date and update date. The period
between those two dates is usually 10 days. Once the update date is passed, the
product will automatically connect to KA and request an update of the license. If the
license is in good standing, KA will update the license and return a new key file with a
new expiration date.

Bound IPEach production license can be bound to a specific IP address, for example to
allow easy installation (automatic deployment of the license based on the target
server's IP address).

Client A Client is a user in the Key Administrator, who is able to purchase/manage and
own (license) Keys.

Feature A Feature is an additional set of properties for a Key. A feature can be related
to a certain Key.

Instance URILAnN Instance URL is an URL where a web application of a certain customer
is located. Some licenses can be bound to a specific application URL.

Key. In the context of KA a Key (license) is a right to possess and use certain
products/services; it is characterized by a number of properties, features and values.

Key file A file with (encrypted) code that will be installed on the product to allow the
product to work and will allow/disallow certain Features/Limitations. The Key files
created by KA are based on the values of the Key in KA.

License DateEvery Key file exported by Key Administrator has an expiration date.
When the expiration date of the installed key has passed, then the license will be
considered as expired by the product and it will stop working. Therefore all permanent
licenses from KA have Auto-Update and an Update Date. In KA the actual date when
the last issued Key file version will expire is stored and shown in GUI and API.

Master KeyA special Key used for automatic creation of regular Keys based on a
template (Master) Key. The functionality of Master Keys has been replaced by the
Partner API.

Partner APIXML-RPC based API to provision and manage licenses in the Key
Administrator. The API is available to customers who have been granted access to KA,
but requires a login/password different from the GUI access.

Pricelist Pricelist is a collection of Keytypes, Features and Upgrade Plans, each with a
set price; each Client is linked with a single Pricelist. Clients and Resellers can only
use Keytypes and Upgrade Plan that are available in their Pricelists.

Product CodeSee Activation Code.
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ResellerA Reseller is a user in Key Administrator, who is able to create/manage
Clients, Operators, subresellers, and purchase (license) Keys for his/her Clients.

SUS SUS stands for Software Upgrade Service. Active SUS on a Key allows to
upgrade this Key to the next major version for free. To learn more about SUS, please
refer to our website: http://www.parallels.com/en/support/sus/.

SUS Expiration DaftEhe date when SUS expires. Most Parallels products have 1 year of
initial SUS by default.

Update DatéNext scheduled update date for auto-update of license.
UpgradePlan An Upgrade plan is a conversion rule t

product version e.g. from Plesk 7.5 Reloaded to Plesk 8.0 or individual Features of that
Key e.g. from 100 Domains to Unlimited Domains.

Getting Additional Help

This documentation and many more technical documentations for our products can be
found in the SWsoft Developer Network at http://swdn.swsoft.com. You can also find
there online forums to share your experience with other users and developers.

Creating Remote API Account

The standard Key Administrator GUI login does not work for the Partner API. You need
a separate API account for this, it will have access to the same licenses as over the
GUI though. In order to get a Remote Partner API account to manage your licenses,
please contact your Parallels sales representative (account manager).


http://www.parallels.com/en/support/sus/
http://swdn.swsoft.com/

CHAPTER 2

Creating Client Software

This chapter contains information about creating client software; it is provided with
description of license Keys structure and detailed instructions on creating software in
Perl, PHP and Ruby for accessing Key Administrator Remote API.

In this chapter:

] 1o o 18 Tox 1 o] o 12
LiCENSE KEYS SHIUCLUIE ......ieeeiieeeiiiiee ettt s e e e e e e e e et e s e e e e e aeneees 13
Code WalK-TRIOUGRNS ........uuiiiiiiiiiiiiiiiiiiii e 16

(©00] 8 018 10T AT ESTST U 21
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Creating Client Software

Introduction

Writing a client application for Key Administrator consists mostly of two parts.

1 License Management
2 KA Interaction

License Management contains the major business logic. It determines what license
should be created, retrieved, upgraded or canceled. This part would be connected with
your internal provisioning systems.

If you manage lease licenses you probably want to develop it in the way that it creates
and manages all licenses on demand, meaning that you would only create a new
license when needed for a new product installation and that you would cancel
(terminate) this license when the product installation is not used anymore.

If you have to manage purchase licenses, you would probably create some kind of pool
where you group your licenses by features and product release. Then when a server is
provisioned you could take a free license from the pool or create a new one or upgrade
a license from another pool. When product installation is taken out of service, the
(already paid) liscense would be put back into the pool for re-usage. Also you need to
be aware about SUS (it determines if the license can be upgraded to another major
release or not), SUS needs to be renewed/paid every year to remain active. For lease
licenses SUS does not expire.

When you store information about | icenses
need to store the actual key file as it can always be retrieved on demand via the
Partner API. Also you should identify your licenses by the actual key number as
APLSK. 00012345 dligitwostfih(that indicatds the kéy file revision).

The second part is the KA interaction. You need to establish a HTTPS connection to
the KA server and then exchange XML requests and responses. For code examples
and detailed descriptions for several programming languages read the next section.
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License Keys Structure

Licenses in Key Administrator mostly consist of two types of objects, base keytypes

and features. Exampl es f or base keytypes are fAPl esk
iDr . WeMi Ant D, nPl esk 8. 00, et c. Features ar
Domai nso. , fPower Packo, n2 CPU, 60 VPSO and

Basektypes can be of two kinds, they can be either standalone main Keys such as
|l ed

cal

APl esk 8.00 or they can be so
Edititoro and ADr. Web Anti Virus
like the main Keys.
(6 ) [ Additional
Feature — L)
- Base Keytype
Feature
4
Feature [ Feature ‘
I [ Feature ‘
Main Base N
Keytype Additional
Base Keytype

/ \

o

f or

Pl esko.

7.

e

5

m

addi ti on

S
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Letbébs now |l ook at an example with a Plesk mai
SpamAssassin Add-On, and a Cold Fusion Add-On. Linked to the Plesk Key are two

additional Keys, one Dr.Web Anti-Virus Key and one SiteBuilder for Plesk Key with 100

Sites and the additional Multi-Server Add-On. The Keys together with features can be

created via the method partner10.createKey(). The additional Keys can be linked with

the main Key with the method partner10.attachKey().

' ™\ Dr.Web
100 Domains » AntiVirus
SpamAssassin PLEK De127245 0001
- ~ / A
Cold Fusion { 100 Sites ‘
Plesk 7.5 — > [ Mulli-Server ‘
Reloaded
SiteBuilder
\_ PLSK 001234430002 \_ SB0312712210004 )

Usually our products support automatic upgrade of a license from one major version to

the next (as |l ong as SUS is active on the Ilic
also perform this upgrade manually through the Partner API using

partnerl0.upgradeKey() and the appropriate basekey upgrade plan. The following

example shows an upgrade from Plesk 7.5 Reloaded to Plesk 8.0. Notice that the

revision of the license changes, but not the actual (8-digit) Key number:



