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CHAPTER 1

Preface

In This Chapter

Documentation Conventions

(YT | F= T3 T 9

Documentation Conventions

Before you start using this guide, it is important to understand the documentation

conventions used in it.

Typographical Conventions

The following kinds of formatting in the text identify special information.

Formatting convention

Type of Information

Example

Special Bold

Italics

Monospace

Preformatted

Items you must select, such
as menu options, command
buttons, or items in a list.

Titles of chapters, sections,
and subsections.

Used to emphasize the
importance of a point, to
introduce a term or to
designate a command line
placeholder, which is to be
replaced with a real name or
value.

The names of commands,
files, and directories.

On-screen computer output
in your command-line
sessions; source code in
XML, C++, or other
programming languages.

Go to the QosStab.

Read the Basic Administratioohapter.

The system supports the so called
wildcard character search.

The license file is located in the
httpdocs/common/licenses

directory.
#l1s 71 alffiles
total 14470
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Preformatted Bold What you type, contrasted # cd /root/rpms/php
with on-screen computer
output.

<> The value enclosed in angle Go to unpacked OS directory:
brackets is variable, i.e. # cd <PSA_DIST>/rpms/<OS
depending on the context it
can take this or that value.

CAPITALS Names of keys on the SHIFT, CTRL, ALT
keyboard.

KEY+KEY Key combinations for which CTRL+P, ALT+F4

the user must press and hold
down one key and then press
another.

General Conventions

Be aware of the following conventions used in this book.

A Modules in this guide are divided into sections, which, in turn, are subdivided into
subsections. For example, Documentation Conventioissa section, and General
Conventionss a subsection.

A When following steps or using examples, be sure to type double-quotes ("), left single-
quotes (), and right single-quotes (') exactly as shown.

A The key referred to as RETURN is labeled ENTER on some keyboards.
Commands in the directories included into the PATH variable are used without absolute

path names. Steps that use commands in other, less common, directories show the
absolute paths in the examples.

Feedback

If you have found a mistake in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback using the online form at
http://www.parallels.com/en/support/usersdoc/. Please include in your report the guide's
title, chapter and section titles, and the fragment of text in which you have found an error.
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Purpose

The purpose of this Reference document is to describe the Public API of Parallels System
Automation (PSA). This API provides functionality enough to integrate PSA with external
billing system.

This document is intended for any person participating in integration of PSA with external
billing system: analysts gathering and elaborating the requirements, designers and
software architects designing the system, developers implementing the solution, testers
and test designers performing quality assurance, technical writers composing user
documentation, etc.

The reader of this document is expected to be familiar with basic PSA concepts like:

objects hierarchy,inc |l udi ng accounts; accountds staff memb
services; etc. The reader should also be familiar with resources accounting system used in

PSA and understand such terms as: resource type, service template, subscription,

resource.

Scope

This document describes all methods constituting the Public API of Parallels System
Automation (PSA) in terms of their functionality. It also provides comprehensive
explanation of methodsd input and outspget par ame

References

The following documents are referenced elsewhere in this Reference:

1 XML-RPC Specification (http://www.xmlrpc.com/spec).
2 Extensible Markup Language (XML) (http://www.w3.org/xml/).
3 HTTP A Hypert ext (hfiprhawwa8.arg/protdcols/t. o c o |


http://www.xmlrpc.com/spec
http://www.w3.org/xml/
http://www.w3.org/protocols/

12 Parallels System Automation Rarallels

Definitions, Acronyms, and Abbreviations

The following definitions, acronyms, and abbreviations are used throughout this document:
HTTP i Hypertext Transfer Protocol.

RPC i Remote Procedure Calls.

XML i eXtensible Markup Language.

XML-RPC - Remote procedure calling using HTTP as the transport and XML as the
encoding.

Optional parameter (parameter name enclosed in square brackets) - when you come over
the method parameter enclosed in square brackets [...], it means that the parameter is
optional and that you can remove the tag that corresponds to the parameter request. Eg.
[host_id]

Deprecated method - if a method is marked as deprecated, it means that there exist other
newer methods that can deliver the same result as the deprecated method. Still, the
deprecated method works fine as well until you see it in the document.

Internal method - if a method is marked as internal, it means that method is exlusively
intended for system maintenance purposes and should be invoked by the system
developers only. It is strongly recommended do not use such methods by the usual system
users. It is not guaranted that method marked as internal will be available or will support
back-compatibility in future versions of system.

Overview

The Reference document first provides general description of PSA Public API, then
describes how it is structured according to functional groups, and finally lists all methods
constituting the API in alphabetical order. The examples for methods are given in the
appendix A (on page 137).

Big Inte@r Support
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With PSA 2.6.1 release, PSA Public API starts support big integers for some classes of
parameters. They are: resource limits and resource usage values.

Currently there is no standard for representation of 64+ bits integers in XML-RPC. So it
was decided to transfer 64-bit integer values within XML-RPC string values. However
these strings are validated for correctness.

Specification Rules

The type bigint  actually stands for XML-RPC string type with the following restrictions:

A If bigint s the type of input parameter, then it is tested if it actually has numeric
content and the content fits 64-bit integer.

A If bigint is the type of output parameter, then there is a guarantee that the
parameter will actually contain numeric value that fits 64 bit integer.
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Backward Compatibility Issues

There are a number of methods that already accept/return parameters that have
semantics of resource accounting (resource limits/usage amount, etc). The type of these
parameters can not be changed because of compatibility reasons. This is why we have
introduced additional rules that describe PSA Public API politic regarding this issue.

In general, an additional method parameter of type bigint  is introduced. The name of
that parameter partially coincide with original one with one exception that new parameter
will have '64' prefix.

In case of input parameters, an introduced bigint  parameter is optional. So it is safe for
the user to keep using specific methods in a usual way, transferring usual int parameters.
However, if it is appears that user should transfer big number, he could use bigint
parameter and do not transfer int  parameter at all (or leave it 0 because bigint
parameter has higher weight).

PSA Public API will always transfer both int  and bigint  output parameters that refer
the same value. If it appears that the actual value does not fit the int representation, then
the minimal negative or maximum positive integer would be returned in int-typed
parameter (depending on actual value) and correct value will be returned in bigint-typed
parameter. So it is relatively safe to keep reading int  output parameters but it is better to
always use their bigint  analogs.

Please note that rules described in this section concern existent method parameters only.
The new bigint parameters will not have any int  analogs and will be named in a usual
fashion (no '64' prefixes).



CHAPTER 3

Public API Security

This topic describes security issues associated with Public API.

PSA allows to control the following security aspects of Public API using:

A Type of protocol is used as transport for XML-RPC communication.

A

A

SSL is disabledn this case the plain HTTP is used as transport protocol. The
content of XML-RPC requests/responses transmits over network in unencryped
form.

SSL is enabledn this case HTTP over SSL is used as transport protocol. The
content of XML-RPC requests/responses transmits over network in encryped form.

A Authentication mode.

A

A

HTTP Authentication is disabl&dthis case XML-RPC client can call Public API
methods, which are listed in this reference, without PSA credentials providing.

HTTP Authentication is enablkdthis case XML-RPC client should provide PSA
Account Staff Member's login and password to pass through authentication
process. If Provider Account Staff Member's login and password are provided, the
XML-RPC client will be able to call Public API methods, which are listed in this
reference. If Reseller Account Staff Member's login and password are provided, the
XML-RPC client will be able to call limited set of Public API methods (the method
allowed to use by Reseller is marked as "this method can also be called under
Reseller permissions" in method's description).

A Networks from which access to Public API is allowed.

A

A

Accept connections from everywhénethis case XML-RPC clients from any network
can call Public APl methods.

Accept connections only from allowed netwdrkghis case XML-RPC clients only from
allowed networks (or IP Addresses) can call Public APl methods.

Note: The complete information how to configure Public API security is provided in
Provider's Guidm Configuring PSA Public Adeiction.




CHAPTER 4

Overall Description

The purpose of PSA Public APl is to provide external billing systems with a way to perform
accounting and billing operations together with Parallels System Automation (PSA).

The API represents a set of methods implemented over XML-RPC. All methods conform to
XML-RPC specification so that the external system can use any third-party software
implementing this protocol.

All methods constituting the API are transactional on per-call basis. In other words, if an
XML-RPC call succeeds, PSA can guarantee that all operations implied by the called
method have been performed. And vice versa, if a call fails, PSA guarantees that no
changes implied by this method have been made to the system. However, a sequence of
calls is not transactional as a whole and the external system shall handle failed calls in the
sequence itself.

The whole Public API of PSA can be subdivided into several groups according to the
primary functionality they support. The following subsections briefly describe these
functional groups.

Starting from PSA 2.6.5 (freshly installed) PSA will accept Public API connections only
from allowed hosts/networks. Management Node will be allowed to call PSA via Public API
by default.
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Management of AccountsandAtu nt 0 S

Members

This functional group contains the following methods:
pem.addAccount (on page 34)
pem.addAccountMember (on page 37)
pem.disableAccount (on page 40)
pem.enableAccount (on page 41)
pem.getAccountinfo (on page 41)
pem.getAccountMemberByLogin (on page 42)
pem.getAccountSubscriptions (on page 42)
pem.removeAccount (on page 43)
pem.removeAccountMember (on page 43)
pem.setAccountAuthData (on page 44)
pem.setAccountinfo (on page 44)
pem.setAccountStatus (on page 47)
pem.setMemberinfo (on page 47)
pem.setMemberPassword (on page 50)
pem.setSystemProperty (on page 50)
pem.updateAccountAndAccountMember (on page 51)

pem.promoteToReseller (on page 43)

St af
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Subscription Management

This functional group contains the following methods:
pem.activateSubscription (on page 52)
pem.addSubscription (on page 53)
pem.disableSubscription (on page 55)
pem.enableSubscription (on page 56)
pem.getSubscription (on page 54)
pem.migrateSubscription (on page 56)
pem.orderSubscription (deprecated) (on page 57)
pem.provisionSubscription (on page 58)
pem.removeSubscription (on page 60)
pem.setSubscriptionName (on page 60)

pem.upgradeSubscription (deprecated) (on page 60)
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Domains Management

This functional group contains the following methods:
pem.addDomain (on page 61)
pem.addDNSHosting (on page 63)
pem.addPTRRecord (on page 63)
pem.addSubdomain (on page 64)
pem.createDNSRecord (on page 65)
pem.deleteDNSRecord (on page 65)
pem.getDomainSubscription (on page 68)
pem.disableDomain (on page 66)
pem.enableDomain (on page 66)
pem.importCertificate (on page 70)
pem.getDomainList (on page 67)
pem.getWebspacesList (on page 69)
pem.getNameServers (on page 69)
pem.removeDNSHosting (on page 70)
pem.removeDomain (on page 71)
pem.removePTRRecord (on page 71)

pem.setDomainRegistrarStatus (on page 72)
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Webspace Management

This functional group contains the following methods:
pem.getFTPUser (on page 73)

pem.setFTPPassword (on page 74)

IS Apoplication Mappings Management

This functional group contains the following methods:
pem.iis.addDomainMapping (on page 74)
pem.iis.addSystemMapping (on page 76)
pem.iis.applySystemMappingsToHosts (on page 77)
pem.iis.bulkAddDomainMapping (on page 77)
pem.iis.deleteSystemMapping (on page 78)
pem.iis.getDomainEngines (on page 79)
pem.iis.getDomainMapping (on page 79)
pem.iis.getDomainMappings (on page 80)
pem.iis.getSystemEngines (on page 81)
pem.iis.getSystemMapping (on page 82)
pem.iis.getSystemMappings (on page 83)
pem.iis.resetbomainMapping (on page 84)
pem.iis.setDomainMappingEnabled (on page 85)
pem.iis.updateDomainMapping (on page 85)
pem.iis.updateSystemEngine (on page 86)

pem.iis.updateSystemMapping (on page 87)
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Exchange Mailbox Management

This functional group contains the following methods:
pem.exchange.addEmailAddresses (on page 88)
pem.exchange.addMailbox (on page 88)
pem.exchange.changePrimaryEmailAddress (on page 89)
pem.exchange.disableForwarding (on page 90)
pem.exchange.enableForwarding (on page 90)
pem.exchange.getEmailAddresses (on page 90)
pem.exchange.getEmailDomains (on page 91)
pem.exchange.getMailboxByEmailAddress (on page 91)
pem.exchange.getMailboxes (on page 92)
pem.exchange.getMailboxInfo (on page 92)
pem.exchange.getUserMailbox (on page 94)
pem.exchange.modifyMailbox (on page 94)
pem.exchange.removeEmailAddresses (on page 95)

pem.exchange.removeMailbox (on page 96)
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Service Users Management

This functional group contains the following methods:
pem.addUser (on page 96)
pem.changeUserPassword (on page 98)
pem.disableUser (on page 98)

pem.enableUser (on page 98)

pem.getUserByLogin (on page 99)

pem.getUserInfo (on page 99)

pem.getUsers (on page 101)

pem.modifyUser (on page 102)

pem.removeUser (on page 104)

Mail management

pem.cgmail.addMailbox (on page 104)

pem.cgmail.addMailname (on page 105)
pem.cgmail.delMailname (on page 107)
pem.cgmail.editMailname (on page 107)

pem.cqgmail.addMailForwarding (on page 106)

Database Management

pem.createDatabase (on page 108)
pem.createDatabaseUser (on page 109)

pem.mssql.setQuota (on page 110)
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Resource Accounting

This functional group contains the following methods:
pem.addResourceTypeToServiceTemplate (on page 111)
pem.getResourceUsage (on page 111)
pem.getResourceUsageForPeriod (on page 112)
pem.resetResourceUsage (internal) (on page 115)
pem.setResourceTypeLimit (on page 115)
pem.setResourceTypeLimits (on page 116)
pem.addResourceType (on page 110)

pem.setRTAttributes (on page 117)

Service Template Management

pem.activateST (on page 118)
pem.addServiceTemplate (on page 118)
pem.deactivateST (on page 119)
pem.getServiceTemplate (on page 119)
pem.setSTActivationParams (on page 121)

pem.setSTRTLimits (on page 121)
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Provisioning Attributes Management

pem.getProvisioningAttributes (on page 122)
pem.addProvisioningAttributes (on page 122)
pem.setHostAttributes (on page 123)

pem.unsetHostAttributes (on page 123)

IP Pool Management

pem.createlPPool (on page 124)
pem.assign.IPPool (on page 124)
pem.attachlPPool (on page 125)
pem.bindIPPool (on page 125)
pem.detachlPPool (on page 126)
pem.revokelPPool (on page 126)

pem.unbindIPPool (on page 126)






